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STATE OF SOFTWARE SECURITY
Sebastian Rohr, CEO
When I first read the new state of software security (SoSS) today
report, I felt inclined to rather dub it the “SOS” report. Having
spent two decades information security and a decent chunk of
that in large software companies like Microsoft and CA, I feel that
good practices on securing the most important part of the
majority of electronic and digital products sold today are yet to be
implemented. During my tenure at Microsoft I reported to Scott
Charney, the VP of the TWC or trustworthy computing group, which is referred to as the
inventors of what is today called SDLC, or (secure) software development lifecycle. Many
organizations have already adopted at least parts of these best practices for creating better
and more secure software with fewer bugs and higher quality. But taking a look at what is
being sold to us as consumers electronics and in the IOT space, I sometimes feel like there is
still much to do. Given that we are already trying to automate many things in our
professional and personal environment by leveraging digital assistants, we need to make
sure that these little helpers are indeed keeping the helpfulness and do not turn into some
problem and the later stage. I will come each and everyone of you to peruse through this
short version of the report and download the full version of it from our website at
www.accessec.com/SDL

Young-Hwan Kim, IT Security Consultant
Digital transformation is reaching out into almost all parts of our
society. Not only industry but also retail and especially finance,
banks and insurances are challenged with moving to a
multichannel approach in working with their clients and customers
as well as being pushed forward by new regulations to open up
such as represented by the Payment Services Directive (PSD2). A
large chunk of these challenges can and should be solved
by deploying new software solutions. While in the industrial
field quality management approaches such as TQM, Kanban and
SixSigma have taken care of reducing error rates and improving quality of the products,
software engineering still lags behind and needs to be taken care of with regard to software
security and quality. That is jointly analyze the requirements and define the necessary steps
to efficiently address these issues!

With kind regards
Sebastian Rohr
Young Hwan-Kim
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